How to protect your PC from Online Threats

Everyday computers are lost, stolen, hacked or shared without permission. 
As a result, your personal and confidential information can become available to anyone and may lead to privacy invasion, identity theft, financial loss and a huge amount of stress as well as a waste of a lot of time spent cleaning up the mess.

Personal computers are a treasure chest of information. Much of the data stored on an individual’s computer is extremely personal and if it makes its way into the wrong hands could be abused and cost the owner financially as well as emotionally. 

In addition to income tax information and financial numbers, many PCs have sensitive files that may include medical histories, personal diaries, and images of loved ones. If your PC gets lost, stolen, or misused, you will find yourself in a very uncomfortable position. Just the idea of strangers or unauthorized users getting into your personal stuff is disconcerting. The violation of privacy is not trivial, because if your secrets are exposed it could be a life-altering experience.

Clearly, it is wise to be proactive and have something in place to prevent the loss of personal data off your PC, no matter the scenario.
Important Tips
Just One, Not Two -- Never use two firewall or two anti-virus products (or two suites that include them) at the same time. Completely uninstall one before installing another. Use the vendor's un-install utility or if not available, use the Windows XP add/remove software tool in the control panel. There are some exceptions to the rule but generally McAfee and Symantec will not co-exist efficiently on one machine, whereas TrendMicro and McAfee or AVG and McAfee may in fact run in tandem. Every PC however varies.
Patches & Updates -- Most security software is only as effective as its most recent update because it is inherently reactive treating "known" threats. So when you install a security suite, go to the vendor's web site and update the program immediately and then turn on the auto update feature (if it has one). 

Firewall Testing -- After you install a firewall, be sure to check it with an online service like Security Space (https://secure1.securityspace.com/smysecure/desktop_index.html?refid=975297074) to make sure that it is configured correctly. Testing your firewall is the only sure way to tell that your computer is really being protected. 

Get Online Protection Too -- Consider using an Internet service provider or email service that includes server side anti-virus and spam email filtering as a second layer of defense. 

Tips to Protect against Losing Personal Data Off Your PC
Please consider the following tips to protect your financials, your privacy and, perhaps, your reputation:

· Invest in software that encrypts your files. Because two million laptops are stolen annually, there’s no guarantee that all the information on these missing computers won’t fall into the wrong hands. If all the files on these computers were encrypted, then chances are the information could not be accessed and used. 
· Be aware of “shoulder surfers.” Many people have a bad habit of looking over the shoulder of someone, often a friend or colleague, to see what is being done on a PC. It only takes split seconds for someone to see and learn more than they should. If you are using a PC or laptop in a public place, treat it just like you would if it were an ATM. Don’t let anyone peek at what you’re doing or try to steal your personal data. 

· Invest in trusted, multi-faceted security software. Look for comprehensive, multi-faceted PC security software that protects you from viruses, spyware, adware, hackers, unwanted emails, phishing scams, and identity theft. 
· Use a PC you know is secure. Hackers can easily retrieve sensitive data that is sent over an unsecured Internet connection. If you need to send sensitive information or make an online transaction, use a PC that you know is secure and remember that there are many flavors of security. 
· Watch out for phishing scams. Phishing scams use fraudulent emails and web sites, masquerading as legitimate businesses, to lure unsuspecting consumers into revealing private account or login information. Even if you have PC security, you still might visit a malicious web site without knowing it. Legitimate businesses will never ask you to update your personal information via email. Always verify web addresses before submitting your personal information. 

· Monitor your credit reports. At least once a year, check your credit history. This is one of the best ways to find out if someone is using your personal finance information without your knowledge. If you see activity and history that you aren’t aware of or don’t remember, you will need to take action immediately to halt the possible theft of your 

Instant messaging (IM) is the quickest and easiest way to communicate online with friends and coworkers. However, IM is also an increasingly popular way for cyber criminals to distribute worms, viruses, and Trojans, and to commit fraud. Hackers like to target IM because they can use network ports that are already open for the IM client instead of having to open suspicious new ports. 

Today, sophisticated multi-faceted attacks are launched through IM as frequently as they are through email. Hackers exploit operating system and browser vulnerabilities to deliver malware like Trojan keyloggers and screen scrapers that steal personal information, and to turn PCs into hijacked “zombies” used to commit crimes. 

Password-stealing Trojans allow criminals to pilfer a user’s logon information and impersonate them using a man-in-the-middle attack. If the IM protocols don’t encrypt network traffic, the hacker can slip messages into an existing IM chat session and pretend to be the victim, causing embarrassment and the opportunity for fraud.

Hackers Use IM to Commit Cyber Crime

Cyber Criminals Take Advantage of IM Features

Cyber criminals exploit IM’s user-friendly features and find potential victims simply by choosing from an updated directory of buddy lists. The cyber criminals also receive a notification each time their victims’ computers are online. 

The risks don’t end there. IM networks also support transfer files and use peer-to-peer (P2P) file sharing, making them vulnerable to malware hiding in files. With these weaknesses in mind, hackers use IM to gain backdoor access to unprotected PCs that run P2P. 
In this scenario, a Trojan typically modifies a computer’s configuration settings to share all files on its hard drive—logins, user IDs and passwords, Quicken files and credit reports, chat logs, emails, and medical and tax records. This can put a family at great risk.

A hacker can also cause a Denial of Service (DoS) attack on an IM client by flooding a particular user with a large number of messages to slow down or crash their machine. Most IM clients protect against DoS attacks by allowing the victim to ignore certain users; but in the midst of an attack, it may be hard to get out from under the flood of messages to ban the sender.

Top 10 Ways to Defend Against IM Threats

Consumers can protect themselves from viruses, worms, and Trojans delivered through IM. By following some basic rules, it’s easy to keep these threats from slowing you down.

1. Choose your screen name carefully. Don't use your real name, email address, or other personally identifiable information. 

2. Only share your screen name with people you trust, and ask them to keep it private. Only communicate with people on your contact or buddy list. To prevent “spim” (IM spam), use settings to block messages from people you don’t know. 

3. Don’t display your screen name or email address in public places such as Internet directories or personal profiles. Some IM services link your screen name to your email address when you register. Consider setting up a secondary email account if this is the case, since your address could be harvested for phishing (i) attacks. 

4. Never provide private information like account numbers or passwords in an IM conversation. Network sniffers can intercept unencrypted IM traffic. Anti-virus (ii) software and a firewall (iii) will protect you from Trojans and viruses, but cannot protect your information once it leaves your PC. 

5. Fortify your computer with strong security software and keep it up to date. Be sure to use a vendor solution that guarantees trusted PC protection from viruses, hackers and spyware (iv) 
Be sure your software includes detection capability to kill rootkits (v) and other malicious applications that hide from anti-virus programs. It’s best to use a software that integrated anti-virus, anti-spyware, firewall, anti-spam (vi), anti-phishing, and backup technologies that work together to combat today’s sophisticated, multi-pronged attacks. 

6. Configure your IM application correctly. Make sure it does not open automatically when you fire up your computer. Turn off your computer and disconnect the DSL or modem line when you’re not using it. 

7. Enable automatic Windows updates, or download Microsoft® updates regularly, to keep your operating system patched against known vulnerabilities. Install patches from other software manufacturers as soon as they are distributed. A fully patched computer behind a firewall is the best defense against Trojan and spyware installation. 

8. Configure your anti-virus software to automatically scan all email and IM attachments and downloaded files. Never open attachments from people you don’t know. If you know the sender, contact them to confirm the file is trustworthy. Beware of spam-based phishing schemes—don’t click on links in emails or instant messages. 

9. Be careful when using P2P file sharing with IM. Trojans sit within file sharing programs waiting to be downloaded. Avoid files with the extensions .exe, .scr, .lnk, .bat, .vbs, .dll, .bin, and .cmd. Configure your file settings to limit the folders that other users can access. 

10. Monitor and limit your children's use of IM. Put the computer in a high traffic family area and limit nighttime use. Parental controls available from McAfee security software and other programs such as Zone Alarms IM-Secure help parents control the information that their children receive and send. 

Phishing (i)

What is phishing?

Phishing is an online version of identity theft. It is a method of fraudulently obtaining personal information, such as passwords, social security numbers, and credit card details, by sending spoofed emails that look like they come from trusted sources, such as banks or legitimate companies. 

Typically, phishing emails ask recipients to click on the link in the email to verify or update contact details or credit card information. Like spam, phishing emails are sent to a large number of email addresses, with the expectation that someone will read the spam and disclose their personal information. 

What are phishing tricks?

When they set up a fake web site, phishers attract users through spam or targeted emails, hoping to get lucky and find real customers of the hijacked bank, e-retailer, or credit card company. The emails can be extremely convincing, such as a message from an online shopping site saying that your credit card has been declined, or from Citibank saying that they have detected unauthorized activity on your account. The messages frequently feature logos, coloring schemes, and company mottos that seem legitimate. 

What is phishing protection?

Phishing protection are software solutions that help keep you and your family or business safe from dangerous web site spoofs by flagging them before you release all your private data.

The best protection from phishing is education. The more a consumer knows about the tricks and tactics of phishers and cybercriminals the less naïve and vulnerable they will be to fake emails and websites.

Why do I need phishing protection?

You need phishing protection because identity thieves and cyber criminals can steal your personal information and use your financial accounts fraudulently. 

Phishing protection is a wise investment for individuals, small businesses, medium businesses, and global enterprises

Antivirus (ii)

What is antivirus software?

Antivirus software keeps you and your family or business safe from dangerous viruses that can destroy your PC, compromise your identity, and threaten the security of what you value.

Why do I need antivirus software?

You need antivirus software because viruses created by hackers and cyber criminals can spread via infected email attachments, shared files, or malicious websites.  Antivirus software is effective at both detecting and removing viruses if your PC is already infected. It also detects and prevents virus infections.

How does antivirus software work?

Antivirus software scans a computer's memory and disk drives for viruses. If it finds a virus, the application informs the user and cleans, deletes, or quarantines any files, directories or disks affected by the malicious code.

Does your organization have an antivirus policy?

An organization's antivirus policy document should list the security products it uses, the configuration settings, the update schedule, and enforcement procedures. The policy should be reviewed at least every six months to compare the company’s security posture with the current threat landscape.

Antivirus software protection is a wise investment for individuals, small businesses, medium businesses, and global enterprises.

Firewall (iii)

What is a firewall?

A firewall prevents computers on a network from communicating directly with external computer systems. A firewall typically consists of a computer that acts as a barrier through which all information passing between the networks and the external systems must travel. The firewall software analyzes information passing between the two and rejects it if it does not conform to pre-configured rules. 

Why do I need a firewall?

The Internet has revolutionized the way we communicate, shop, and bank, making it easier for users to reach out to any website or individual PC, at any time. This freedom also comes with a price. Each unprotected connection, whether to or from the Internet, leaves your PC vulnerable to hacker attacks.

Whether you are on a home network, broadband or dial-up connection, or simply enjoying a hotspot, a firewall helps ensure your personal files and information are not compromised. 

How does a firewall work?

A firewall filters and routes incoming traffic and makes outgoing requests (to the Internet, for example) on behalf of local workstations. A good firewall has complete inbound and outbound security, automatically trusting known good applications and blocking spyware, Trojans, and key loggers.

Firewall software is a wise investment for individuals, small businesses, medium businesses, and global enterprises. 

Spyware (iv)

What is spyware? 

Spyware is software that transmits personal information to a third party without the user's knowledge or consent. Spyware and adware install themselves on a user's machine, often as the trade-off for a piece of “free” software, collecting marketing data and distributing targeted advertising. With the emergence of lucrative online affiliate-marketing business models and the widespread ease with which these threats can be spread, adware and spyware are now major threats in cyberspace. 

What is spyware protection?

Spyware protection helps keep you and your family or business safe from dangerous spyware that can lead to your PC, potentially compromise your identity, and threaten the security of what you value. 

Why do I need spyware protection?

You need spyware protection because spyware created by hackers and cybercriminals can be spread via infected email attachments, shared files, or malicious web sites. Good spyware protection is effective at both detecting and removing spyware if you're already infected. It also detects and prevents spyware infections. 

How does spyware protection work?

Spyware protection scans a computer's memory and disk drives for spyware. If it finds spyware, the application informs the user, and it cleans, deletes, or quarantines any files, directories, or disks affected by the malicious code.

Spyware is not to be confused with adware, BHO (Browser Help Objects), or redirection tools. Although they are sometimes unpleasant, the latter do not transmit personal data. Spyware may also be mistakenly confused with cookies and Web bugs, which are not programs but micro-image or data files, the access of which may be redirected or tracked and might sometimes violate privacy.

There are 2 types of spyware that differ according to their objective:

· Commerce:  These programs are similar to adware packages. They do not simply redirect the targeted advertisements; they also transmit specific personal information in order to follow up their marketing approach by email, post or telephone. The collecting companies can then cash in on the gathered information and subsequent database. 

· Information:  This involves spying software that secretly records and/or transmits operations carried out on a computer. It might have legitimate uses such as for parental control but is then distorted from its original intent. 

Rootkits (v)

How does a Rootkit work?

A rootkit is a program (or combination of several programs) designed to take fundamental control (in Unix terms "root" access, in Windows "Administrator" access) of a computer system, without authorization by the system's owners and legitimate managers. 

Access to the hardware (i.e., the reset switch) is rarely required as a rootkit is intended to seize control of the operating system running on the hardware. Typically, rootkits act to obscure their presence on the system through subversion or evasion of standard operating system security mechanisms. 

Often, they are Trojans as well, thus fooling users into believing they are safe to run on their systems. Techniques used to accomplish this can include concealing running processes from monitoring programs, or hiding files or system data from the operating system.[1]
Rootkits may have originated as regular applications, intended to take control of a failing or unresponsive system, but in recent years have been largely malware to help intruders gain access to systems while avoiding detection. 

Rootkits exist for a variety of operating systems, such as Microsoft Windows, Linux and Solaris. Rootkits often modify parts of the operating system or install themselves as drivers or kernel modules, depending on the internal details of an operating system's mechanisms.

Some viruses or Trojans target specific actions or communities. One Trojan activated a keylogger program whenever certain words appeared in a browser (i.e., “my account” or “account number”). 

The keylogger recorded the account number and password and then forwarded them to the cybercriminal. The Trojan also installed a remote control program on the infected computer. One virus targeted individuals whose company email address came from one of more than a thousand financial institutions.

Spam (vi)

What is spam?

Spam is an email message sent to multiple recipients who did not ask to receive it. Email messages are not considered spam if a user has signed up to receive them or if they come from a trusted source. 

What is spam protection?

Spam protection, also known as anti-spam, helps keep you and your family or business safe from dangerous web site spoofs that can lead to your PC, potentially compromise your identity, and threaten the security of what you value. 

Is phishing a form of spam?

Yes, phishing is a dangerous form of spam. It is a method of fraudulently obtaining personal information, such as passwords, social security numbers, and credit card details, by sending spoofed emails that look like they come from trusted sources, such as banks or legitimate companies. 

Why do I need a spam protection?

Everyone needs spam protection because registering with just one web site can result in hundreds of junk emails per week, not to mention the danger of phishing emails described above. 

To help prevent spam, it is recommended that users do the following:

· Don't publish your email address on any web site or discussion forum. 

· Use a separate email address to sign up for newsletters, online postings, and trade shows. If your mailbox starts receiving an abundance of spam, you can delete the mailbox or filter it more aggressively. 

· If you didn't sign up to receive an email, or if you don't recognize the sender, do not unsubscribe from the list. By unsubscribing, you show the spammer that your email address is active. 

· If you use web-based email services, report spam to the service provider. This helps the provider more accurately determine which messages may be spam and which are not. 

· Use anti-spam software, which blocks 97 percent to 99 percent of spam, to significantly reduce the spam in your inbox. 

· Keep a collection of mail you want to stop receiving and determine which email addresses or phrases in the messages don't change. Use this information to keep further unwanted email out of your inbox by creating filters. 

· Do not reply to spam. And, most importantly, don't buy anything from spammers. 

Adware (vii)

What is adware?

Adware is software that generates revenue from advertising targeted at the user of the computer where the software resides. It earns revenue either for the vendor or for the vendor's partners. Adware installs itself on a user's machine-often as the trade-off for a piece of "free" software. Unfortunately, it is gaining prominence in the threat landscape.

Adware does not capture or transmit any personal information. However, spyware, keyloggers and other malware may be bundled with adware. Adware has an annoyance factor as well. A PC infected with adware can be plagued by constant pop-up promotions and the slowing down of the computer's speed. If at all possible, adware websites should be avoided.

What is adware protection?

Adware protection keeps you and your family or business safe from dangerous adware that may install on your PC and may potentially compromise your identity, threatening the security of what you value. 

Why do I need adware protection?

You need adware protection because adware created by hackers and cybercriminals can be spread via infected email attachments, shared files, or malicious websites. 
How does adware protection work?

Adware software effectively detects and removes adware if you're already infected. It also detects and prevents adware infections by scanning a computer's memory and disk drives for adware. If it finds adware, the application informs the user, and it cleans, deletes, or quarantines any files, directories or disks affected by the malicious code.

Adware protection is a wise investment for individuals, small businesses, medium businesses, and global enterprises.

Urban Legends

How to Avoid Receiving Hoax Emails

If you are a normal email user, you probably get at least one hoax message per week, forwarded to you by a naïve or gullible friend or relative. Some hoax messages are easy to spot, others are not. Perhaps the most difficult ones to ignore and delete are the chain letters concerning missing children. This form of spam is a problem because it appears to be legitimate and, naturally, one wants to assist in the efforts to help find an abducted child.

However, experts believe that using email to inform the public of an abduction is not effective as there is no way to update or recall a message after it starts being randomly blasted across the Internet to hundreds, then thousands and, maybe, millions of online mailboxes.

In some cases, the child is quickly located but the email takes on a life of its own, spreading around the world via the Internet, and still popping up years later. In other cases, immature individuals create a hoax just for the thrill of getting people excited and anxious, seeing how big a splash they can make as the hoax spreads around the world in days or weeks.

At BreaktheChain.org, web site founder JohnR. Ratliff says, “Many spammers and scam artists now employ or seek outchain letters…to build their mailing lists. When you forward a …hoax on to others, you're putting your email address and likely those of your friends and family out in the wild to be collected. If you've been wondering why you get so much unwanted email, the answer may be no further than your ‘Forward’ button. The more junk you send, the more you will receive. Don't want the junk? Break this chain.”

Below is the text from a missing child hoax email that has been bouncing around the Internet for years. It always comes with a photo of a young smiling teenager (that we are not allowed to reprint here due to liability concerns).

Maybe if everyone passes this on, someone will see this child. That is how the girl from Stevens Point was found by circulation of her picture on tv. The internet circulates even overseas, South America, and Canada etc. Thanks
Please pass this to everyone in your address book.
We have a Deli manager (Acme Markets) from Philadelphia, Pa who has a 13 year old daughter who has been missing for 2 weeks.
Keep the picture moving on. With luck on her side she will be found.
I am asking you all, begging you to please forward this email on to anyone and everyone you know, PLEASE. My 13 year old girl, Ashley Flores, is missing. She has been missing for now two weeks.
It is still not too late. Please help us. If anyone any where knows anything, please contact me at: HelpfindAshleyFlores@yahoo.com
I am including a picture of her. All prayers are appreciated!!
It only takes 2 seconds to forward this.
If it was your child, you would want all the help you could get.
Breakthechain.org says the following about the Ashley Flores hoax: “The Center for Missing and Exploited Children, the authority on runaway and child abduction cases in the U.S., has no record for Ashley Flores and a search of major news sources turns up no stories on her supposed disappearance. Consistent with most email hoaxes about missing children, this one contains very few details you'd expect to see in a plea for help, like the girl's height, weight, eye color, last known location, etc. [Also,] the email address given in the message does not work.” 
How to Avoid Being Taken In

One of the simplest ways to avoid being taken in by a hoax or participating in a chain email’s distribution is to have comprehensive computer security software which should feature a spam filter that screens and segregates spam and phishing email messages. Be sure that whatever software you employ has automatic program and anti-spam rule updates so that your protection is always prepared for current threats. 

Another way to handle a potential hoax email that may have slipped past your computer’s spam defense is simply to do some online research. It will only take a few moments. Before you forward an email, do everyone a favor and enter the “missing” child’s name or the subject line into your favorite search engine. 

Below are the results when “Ashley Flores” is Searched on the Web:
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It should be obvious that when you see phrases like “urban legend,” “fiction,” and “hoax” in the search-result descriptions, you will know not to forward such email. By not adding to the billions of spam messages flying around the Internet into already-bloated email boxes, you are doing everyone a favor and protecting yourself from future hoaxes and scam email.

In summary, take the following precautions to avoid spamming and hoax problems:

1. Employ comprehensive computer security software that has a spam filter feature.

2. Before you forward a message, do a little online research to ensure the email is not a hoax. 

3. Avoid forwarding messages because it exposes your email address and your friends’ email addresses to the possibility of ending up on spammers’ mailing lists. 

Help with making good software choices (alpha order) -- Vendor and review links follow.

Top Security Suites -- Norton (by Symantec), ZoneAlarm (by Checkpoint), McAfee Internet Security Suite & Kaspersky, AVG, BitDefender, Computer Associates, F-Secure, Grisoft, eEye, Iolo, Laplink, Microsoft, MicroWorld, Panda, Steganos, Trend Micro, VCOM & Webroot 

Utility Suites -- Iolo System Mechanic Pro, Symantec's Norton Systemworks, VCOM SystemSuite & WinCleaner Complete PC Care 

Top Security Suites
Norton Internet Security 2008 or Norton 360 from Symantec include personal firewall and protection from viruses, worms, spyware, intrusion, phishing and root kits. Also includes behavioral monitoring features anti-spam, parental control, confidential information blocking, ad blocking, automatic backup and restore, PC tune up and embedded support components and more.

ZoneAlarm Internet Security Suite -- [image: image2.png]


from CheckPoint (they bought Zone Labs) features include network, program & operating system firewalls, antivirus, anti-spyware, anti-spam, anti-phishing, identity theft protection, auto-learn, game mode, wireless PC protection & SmartDefense service; Windows 2000/XP users also get spy site blocking, privacy protection, IM protection, email security, & parental control. CNet Editor's Choice January 2007.

Kaspersky Internet Security 7.0  features intrusion protection, anti-virus, personal firewall, anti-spyware, anti-spam, and blocks auto dialers, ads and pop-ups.

Agnitum Outpost Pro Security Suite -- firewall, anti-virus/spyware, anti-spam, proactive monitor.

AVG Internet Security -- Firewall, antivirus, anti-spyware and anti-spam.

BitDefender Total Security 2008 -- Anti-virus, anti-spyware, firewall, parental control, spam filter

F-Secure Internet Security 2008 -- Anti-virus, firewall, anti-spam, anti-spyware & parental controls

Iolo System Mechanic Pro includes Panda anti-virus and firewall, SpyHunter anti-spyware, a popup stopper and tools for optimization, PC fix up, system cleanup and maintenance as well as search and recover files, system shield (secure delete), and drive scrubber (wipe entire disk).

McAfee Internet Security -- Personal firewall, anti-virus, surf & chat room for kids, ad blocking, and private information safeguard.

Panda Platinum Internet Security -- Antivirus, firewall, blocks spam, privacy protection, web content filtering, anti-spyware, PC security diagnosis and repair, and automatic updates.

Microsoft Windows Live OneCare -- Firewall, anti-virus...

PC Tools Internet Security 2008 -- Includes anti-spyware, antivirus, firewall and spam protection. 

Preventon Secure Internet Desktop -- The standard version includes firewall, antivirus and parental contro. The Pro version adds anti-spyware and anti-dialer.
Steganos Internet Security -- Personal firewall & anti-virus (from Kaspersky Labs), anti-spyware (from Webroot), anti-spam, anti-dialer and more.

Top Ten Computer Security Tips

Computer security is essential. With new security risks appearing every day, keeping your computer secure is a continuing process. Even new computers are not secure until they have anti-virus software in use, current security patches, and strong passwords. The following is a set of tips to help keep your computer secure and functioning properly. 

Tip 1: Use anti-virus software and keep it up-to-date. 

· Anti-virus software protects you and your computer from viruses, a well-known security risk. With new viruses appearing daily, virus software quickly becomes useless if you don't update it. 

Tip 2: Use an anti-spyware program. 

Free tools are available for identifying and removing spyware, adware, and various other non-virus malware. These types of files are often installed by Trojan programs, some freeware and shareware applications programs (like file-sharing programs), or as "drive-by installations" from various websites. These programs invade your privacy and interfere with your work by transmitting your personal information to their creators, opening unwanted pop-up windows, and noticeably slowing your computer's performance. 

Tip 3: Keep your operating system and other software current. 

· Keep your operating system up-to-date as well as any programs used to access the Internet. When manufacturers find vulnerabilities that pose security risks, they create and distribute patches for the product.  

Tip 4. Do not download files from an unknown source. 

Be careful of what you download and what you agree to when you click "yes" to prompts from installation or popup windows. Many programs do more than what they advertise. Many "web browser aids", such as gator.com and Bonzi Buddy, are actually spyware (i.e., programs that send information about your browsing habits back to their home server and cause popup windows). 

After collecting information on your browsing habits, the spyer then sells the information to companies that send you unwanted email. Also, be wary of downloaded programs that seem to do good things because they could actually be causing harm or opening up new security holes on your computer. 

A number of programs are designed to give other people access to your computer without your knowledge. Often anti-virus or anti-spyware software will be able to detect such programs; caution, however, is the best protection. 

Tip 5: Use complex, hard-to-guess passwords and change them regularly. 

Any security measures you take can be undermined by a password that is easy to guess or a computer account that does not have a password. Good passwords help keep your computer secure.  Never have an account without a password. 

· We recommend using 15 or more characters whenever possible for your password (5 characters is a minimum). 

· Use a mixture of character classes such as uppercase, lowercase, numbers, and symbols. 

· Don't use a password that is a dictionary word, is part of your name, or is easily associated with you. 

· Never use keyboard patterns such as "asdfg". 

· Passphrases are a good technique for remembering a long password so you don't have to write it down (e.g., "Ihatestalebread!" could be transposed to “1h4t3st4l3br34d!”). 

· Use different passwords for your important computer accounts. Although somewhat inconvenient, if one of your passwords is compromised, an attacker will not gain easy access to your other accounts. 

· If you use your password in public places, such as a computer lab or a friend's house, you should change your password more often.  

Before connecting your computer to a network, make sure you have a password set on all of your login accounts, including your administrative (a.k.a. admin) account. For instructions, follow the appropriate link: 

Tip 6. Do not open emails or attachments from unknown sources. 

Email is one of the easiest ways to transmit computer viruses and Trojan programs, which can give other people access to your computer. If you don't recognize the email sender, don't open the attachment(s) with it. If you get an attachment from someone you know but weren't expecting one, don't open it until you ask the sender about it. 

Tip 7. Use file sharing sparingly. 

Windows computers that have Microsoft File Sharing enabled are frequently probed by hackers and viruses for weakness. We recommend that you share folders sparingly. When needed, turn on sharing for a specific purpose, specify a password, and remove sharing when it is not needed. 

Warning: By default, shared folders are set so anyone can read and write into the folder. Also, the installation of peer-to-peer file sharing programs can bring spyware onto your computer and open it up to some viruses. Most file sharing programs also default to opening shared folders for read and write access, allowing distribution of the folder contents. 

Tip 8. Only run services that you need. 

Each network service that is installed on your computer opens a network port that can be probed by hackers and viruses. Resist the temptation to experiment with network services that you are not likely to use. Commonly targeted services are IIS (Microsoft's Web server), ftp (file transfer protocol), telnet (remote login to a command prompt), Upnp (universal plug and play) and Microsoft File Sharing. 

Tip 9: Use a firewall to protect your computer from Internet intruders. 

Computers connected to the Internet should use a personal firewall to filter out unauthorized or potentially dangerous traffic from the Internet, while allowing good traffic to reach your computer. Firewall hardware and software is available at computer stores and is built in to some operating systems/updates, such as Windows XP Service Pack 2 (SP2 or SP3). We recommend that you block all ports that you do not use. 

Tip 10. Back up your computer data regularly. 

The failure of a computer hard drive or the mistaken deletion of a data file can be devastating to the individual and can mean the loss of many hours of work. Recovery from hardware or software malfunctions and user errors can be easier if regular backups are made. To guard against disasters, store backups in a separate location from your computer. 
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